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W,

A Word from
the Director

Dear Friends of NASK

Cybersecurity is a must, It is constantly
needed by private people, enterprises as
well as public and government institutions.
Step by step for over 25 years NASK

-the Polish National Research Institute-
has managed to build the tools, the team
and its know how to be able to answer to
the big challenge of cybersecurity that are
vital to our country.

| am very happy to introduce a whole range
of our scientific projects and
implementations which have lead us to
develop various tools of incident detection,
incident response, data analysis and data
sharing. These days we understand more
than ever before that cybersecurity goes
hand in hand with capability to analyze big
data sets and to implement artificial
intelligence tools.

At NASK, we are aware that Cyberthreat
Intelligence with its systems, data and
algorithms needs constant improvements.
Therefore, | want to encourage you to share
with us your perspective. Let us join forces
in responding to this complex challenge.

| strongly believe that multi level and

multi national cooperation is the key to
securing cyberspace.

In this folder we present our story of
cybersecurity solutions at Polish National
Research Institute NASK. We look forward
to read your story.

Hoping to hear from you before too long!
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DETECTION

EARLY
WARNING

With our research and innovation
we put great efforts to be
one step ahead of cyberattacs

NASK Cybersecurity



DETECTION

~ ARAKlS Enterprise

EARLY WARNING SYSTEM FOR CYBERTHREATS IN IT AND OT NETWORK-

Arakis is an Early Warning System
reporting on cyberthreats in IT and
OT networks offered both as an
Enterprise and GOV versions

The latter as part of the Arakis
project has been developed in
cooperation with ABW. The
Internal Security Agency and set
out in the Act on the National
Cybersecurity System.

a complex and coherent
architecture using state-of-the-art
solutions

The main goal of the system is to
identify all activities threating the
IT and OT infrastructure.

ARAKIS is based on honeypots that
are designed to lure and catch
attackers in a controlled trap This
allows to distract attackers from
crucial parts of the company’s
strategic infrastructure as well as
to gather information about
adverse actions of the attacker
that can be used for further
analysis.

SCADA
T




DETECTION

~ ARAKIS Enterprise

NASK eaes

EARLY WARNING SYSTEM FOR CYBERTHREATS IN IT AND OT NETWORK

A modular architecture of ARAKIS
makes it easy to add new services or
functionalities An important part of
the system is the Graphic User
Interface which enables:

e system components’
management,

e data visualization and analysis,

e search mechanisms with unique
AQL syntax (Arakis Query
Language),

e automatic reporting integrated
with SIEM,

e dashboards personalisation.

. arakis 20

Our engineers developed an unique
ARAKIS Query Language that allows
visualization of all kinds of system
data with maps, graphs, charts and
others, as well as a various range of
statistics. The language can be also
used to define periodical reports
with varying level of detail-from
executive summaries to detailed
forensic reports.




DETECTION

SISSDEN @ ¢

SECURE INFORMATION SHARING SENSOR DELIVERY EVENT NETWORK CONTACT USCUSTOMER PORTAL

This project is realized in co-

operation with SHADOWSERVER.

The project develops the tools

necessary to deal with large

volumes of collected data and then

correlate it with data obtained from

other sources. The core of SISSDEN

is a worldwide sensor network, The huge database resulting from
which is deployed and operated by the project is absolutely crucial for
the project consortium. practical implementations of early
NASK is performing the coordinator warning and mitigation systems
role of such a large international for cybersecurity

project.

Malicious
Activity

Iron Sandbox

.
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Reporting

THE SHADOWSERVER
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DETECTION

SISSDEN

SECURE INFORMATION SHARING SENSOR DELIVERY EVENT NETWORK CONTACT USCUSTOMER PORTAL

Our researchers have developed an innovative architecture of a global
sensor network (212 sensors in 52 countries which enable the monitoring of
about 900 000 IP addresses), which resulted with the biggest database
with the most amount of precise selected and informative data needed for
identification of malware and suspicious behavior. The collected data is
based on end user experience.

The project has resulted with a range of interesting solutions:

Methods of
continuous botnet
configuration
tracking, including
both the extensions
of the previous
system for the
extraction of
configurations
gathered malware
probes as well as a
new system for
emulating real bots
in order to track any
configuration
changes.

e A complex set of

methods for Darknet
analysis which enable
ongoing identification
of various types of
observed incidents

developed an unique
algorithm which is
able to detect PGA

e A method for SMTP

dialects analysis
which allows
identification of a
client and server
software type used for
e-mail exchange
solely by analyzing
the smallest
differences in the
protocol implementa-
tion It could be used
for autonomous
(independent from
the spam content)
spam identification as
well as identification
of botnets responsible
for individual spam
campaigns.




REACTION

DETECTION
AND REACTION

Despite best warning mechanisms
cyberatacs will still occur now and then.
But we don't want to sit on our hands:
we aim to react - effectively and quickly

NASK Cybersecurity




REACTION

r.1BotSense

L J NASK ees

ONLINE BANKING MONITORING SYSTEM

BotSense is a system designed for
banking, responsible for real-time
detection of attempted takeovers of
client accounts and unauthorized
transactions. This has become a
substantial threat with the thrive of
online banking.

For developing a system that allows
clients to use online banking services
in a secure and fearless way NASK
has been awarded with "Portfel
WPROST 2017’ in the category
"Security,” which is an important
award in the financial sector.

no client personal data are
needed

of online-banking
accounts in Poland
effectively monitored
by BotSense




REACTION

Nawfldx
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ANTI DDOS DETECTION AND MITIGATION SYSTEM

FLDX is a state-of-the-art
detection and mitigation system
for volumetric attacks called
called Distributed Denial of
Service (DDoS).

The system is able to perform its
tasks in an automatic or semi-
automatic mode or to serve as a
decision support system for a human
operator.

The effectivness of anti DDoS systems
is measured not only by the results
of its performance (whether an
attack has been detected and
mitigated or not) but also by the
mitigation time. The unique
scientific approach implemented in
the FLDX system has proven to
provide very competitive mitigation
time of only 10 seconds.

CEICICES
a seamless mitigation process

legitimate E DDos
users attackers
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from the entire stream maliciousstreams of
of packets only packets are mitigated
substreams abusing without interference
resources (DDoS) are with the proper traffic
being extracted




REACTION
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REGIONAL CENTER FOR CYBERSECURITY

The goal of RegSOC Project is to
prepare and initiate a prototype
instance of the model

The ability of extending the
cooperation to private sector will
be checked. In cooperation with
National Cybersecurity Center. The
Center may constitute an element
of the multilevel System for
Cybersecurity of Republic of
Poland.

The project will allow to raise levels
of security protection, introduce
procedures of reducing probability
of unwanted events and raw up
methods of lowering of their
consequences, by means of tasks
planned in the project.

The project will be carried out by the
Consortium of following institutions:
Wroclaw University of Science and
Technology (WCSS) - The Leader,
National Research Institute NASK,
Institute of Innovative Technologies
EMAC.

The project is co-financed by the National Centre for Research and
Development as part of the CyberSecldent-Cybersecurity and e-ldentity

program.

Expected results are as follows:

e Hardwareg&Software appliance for public entities, able to operate
as standalone autonomous device within local administration
domain, as well as integrated with RegSOC;

e A cybersecurity monitoring platform for needs of the RegSOC.
The platform will be the software and organizational solution
(management models and organizational procedures);

e A procedural and organizational model of operation of the
regional centers in cooperation with NCCyber, along with the
internal software integrating RegSOC with National Cybersecurity

Platform (NPC):

e A model RegSOC initiated at the University, with client
components deployed at the selected entities interested in the

project’s results:.




BIG DATA
ANALYSIS

When it comes to cybersecurity
what matters most is information,
meaning collected, analysed
and properly procesed data




Forensic Lab

ADVANCED DIGITAL FORENSIC LABORATORY

\Varsaw University
of Technology

The aim of the project is to create an advanced digital forensic laboratory
and relevant methodologies and procedures. The lab will provide the user
with a complete set of tools and devices to collect all kinds of electronic
evidences and conduct comprehensive analysis.

It is divided into two modules: mobile and stationary. The design of the
methodology and operating procedures of the laboratory will help to
increase the detection of cybercrimes and thus increase the security of
cyberspace by eliminating harmful activities, particularly those related to

organized crime.

Methodologies and procedures

of laboratory operation created
within the project will allow to
increase the detection rate of
cybercrimes and thus to increase
the security of cyberspace by
eliminating harmful activities, in
particular related to the activities of
organised crime groups. The
creation of forensic investigation
laboratories is the next step in the
development of CERTs and is a
natural necessity for law
enforcement agencies.

Results of laboratory activities may
directly lead to creation of new
secure ICT products or services in
cyberspace by exploring current
vulnerabilities and threats.

The project will enable direct
cooperation primarily between
NASK and WUoT and secondarily
with law enforcement agencies,
which require precise and fast
methods for collecting and
analysing digital evidence.

The impact of the Project on the
development of knowledge in the
areas covered by the Programme
will consist in better recognition of
the issue of investigation of attacks
and their effects. Thanks to the
solutions developed, entities using
post-breaking analysis methods
will gain an advantage over entities
which do not have this knowledge
by the possibility of rapid
introduction of new security
measures. As a result, they will gain
a competitive advantage by being
more resilient to identified attacks.



NATIONAL
CYBERSECURITY
PLATFORM

NATIONAL CYBERSECURITY PLATFORM

The National Cybersecurity Platform (NPC)is a comprehensive, integrated
system for continuous monitoring, detection, and warning of threats
identified in a near real-time in the State’s cyberspace The NCP prototype
will provide effective mechanisms to coordinate actions to prevent detect
and mitigate the impact of incidents that violate the security of ICT
systems vital to the functioning of the State.

NPC provides advanced access control and dissemination mechanisms for
secure information sharing within the platform Information is gathered
both by Computer Security Incident Response Team (CSIRT) and Security
Teams operating in Participants’ organisations.

Novel methods and tools are developed focused on:

e cyber events correlation,

e situation awareness evaluation,

e static and dynamic risks assessment,

e multidimensional visualization with multimodal user interface,
e threats detection in |oT, TCP/IP and industrial networks.

DISTRIBUTED KNOWLEDGE AND CROWDSOURCING IDEA

. Datasconcerning
n6-analytical )
security-events

platform (i.e. 1oC)

Few dozens of
data sources

Vulneralibity
database ﬁ

10 +datassources

Identifed
vulnerabilites

Data concerning
security events (i.e.
1oC)

Identifed
MISP
NASK vulnerabilites



NATIONAL
CYBERSECURITY
PLATFORM

NATIONAL CYBERSECURITY PLATFORM

A part of the NCP is an expert
system supporting the choice of
methodologies and metrics to
establish ICT security
requirements and reporting
significant incidents that violate
the information security of the
infrastructures encompassed by
the NIS Directive on security of
network and information
systems.

In order to assess the risk of
threat propagation one can
genarate a map which will
visualize links between essential
services offered by different
providers This helps to assess
how different sectors of the
economy interefere whith each
other and what their impact on
the State’s security is.
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BioMobi

MOBILE REMOTE AUTHENTICATION SYSTEM USING
NON SPECIALIZED MOBILE DEVICES

The goal of the project is to build a
mobile remote multi modal
adaptive biometric authentication
system using of the shelf mobile
devices.

We employ of the shelf devices to
make the biometric authentication
more accessible. The solutions will
be adaptive by adjusting biometric
authentication safety level to the
demands of the authorizing party
bank, hospital, government,office,
universities etc. By multi modality
we mean application of a wide class
of biometric modalities, like face
voice, fingerprint, hand, iris and
others, in order to meet the end
user s-preferences. Because of the
use of mobile devices. special
attention is given to the safety of
data acquisition. A remote system
induces high security demands to
data transmission and storage.

User Biometrics
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m Tracker

ADVANCED DATA AQUISITION AND ANALYSIS

mMmTracker creates feeds of actionable security information that are
processed by relevant entities.

A typical analysis of malware network traffic and communication rests on
executing the malware in a controlled environment (e.g. a dedicated
long-term sandbox) and observing its behavior through a large set of
filters, analyzers and monitors.

We came up with a different approach.

All configurations are now being tracked from a few different proxies
independently. This also allowed us to solve the problem of geolocalised
campaigns - it’s very common that a malware sample checks its location
and refuses to infect computers outside of its target zone (most notable
example is Dridex) or has a different set of injects/modules for every
country (e.g. Emotet). Additionally sometimes C&C servers are keptin a
Tor network, so they can be reached only through a Tor proxy. The most
recent feature (so far) that we have implemented in our system is DNS
augmenting. Nowadays, the usage of the .bit Top-Level Domain (TDL) is
gaining populariy among malware creators. Thus, if we want to support
.bit-based malware we need to provide our own DNS resolver (.bit
domains are not present in root TLD zone). After implementing this
feature, we noticed another opportunity - sometimes C&C domains are
taken down soon after the start of the campaign, but the server is still
working and responding to its original IP address. So when a domain fails
to resolve (or resolves to a sinkholed domain) we re using data from our

passive DNS instead:
_, ag

pdns  dnsresglvers [:

peers

> >—————> —
malwarTsam ple ripper binjects

"fresh" malware spam



NECOMA

NIPPON EUROPEAN CYBERDEFENSE ORIENTED MULTILAYER THREAT ANALYSIS

The project has been carried out in cooperation with a European-Japan
commercial-scientific consortium. Researchers from NASK have been
working specifically on developing tools for big data aggregation and
advanced inference mechanisms applied for cyberthreat analysis.

Data used as a learning set for classifiers and rule-based algorithms needs
to be large and precisely selected. This will maximize the efectiveness of
threat detection and minimize false positive errors, respectively. Hence, a
new innovative methodology of source assessment has been developed,
which allows to control the quality of the incoming data.

One of the key tools was the n6
platform-an own malware database
established by CERT Poland-used for
automatic gathering, processing and
sharing information about
cybersecurity incidents.

The n6 platform has played a crucial
role in the entire NECOMA project and
thus further work on its development
of N6 has become one of the project’s
objectives. This n6 extension includes
additional feature of incident
streaming in order to minimize
potential delays in communication, as
well as publishing n6 SDK as open GPL
license.

Dy

Ministry of Internal Affairs and Communications

SEVENTH FRAMEWORK
PROGRAMME




SHARING

KNOWLEDGE
AND DATA

SHARING

By collecting and processing data
we produce knowledge
that we want to share in order to minimize
vulnerability of potential victims.
Together we are strong!

NASK Cybersecurity




KNOWLEDGE

Cybersecurity Certyfikation

POLISH SCHEME FOR SECURITY AND PRIVACY EVALUATION AND CERTIFICATION OF IT PRODUCTS AND-

SYSTEMS COMPLIANT WITH COMMON CRITERIA

KSO3C is a project which aims at
creating a cybersecurity evaluation
and certification scheme. It is a joint
initiative of three institutes i.e.
National Institute of Telecommunica-
tions. NASK - Research and Academic
Computer Network and Institute

of Innovative Technologies EMAG,
operating under direct supervision of
the Polish Minister for Digital Affairs.
The aim of the project is to develop
and implement the Polish national
scheme for IT Security & Privacy
evaluation and certification based

on the Common Criteria approach.
The project is a direct response to the
European Commission’s initiative
focused on developing the European
Certification Framework for the IT
products and services security and
privacy.

A final product of the Project will be
a fully operational scheme, capable of
issuing globally accepted certificates.
The scheme will be an open structure
which may include any entity
applying to be the IT Security
Evaluation Facility (ITSEF) once it
meets all requirement with respect
to impartiality and transparency,
according to the EU rules of
conformity assessment for products,
services or processes.

6 KS O3 C §;\ Common Criteria

KSO3C (CYBERSECIDENT/381282/I/NCBR/2017) PROJECT IS
SUPPORTED BY THE NATIONAL CENTRE OF RESEARCH AND
DEVELOPMENT UNDER THE CYBERSECIDENT PROGRAMME




Cybersecurity Certyfikation

POLISH SCHEME FOR SECURITY AND PRIVACY EVALUATION AND CERTIFICATION OF IT PRODUCTS AND

SYSTEMS COMPLIANT WITH COMMON CRITERIA

The standard defines the so
called Protection Profiles (PPs)
which formulate security
functionalities of a given type of
product. PPs are evaluated by
qualified staff in terms of their
consistency and effectiveness of
the proposed security measures.
This helps vendors in being able
to formulate their needs in terms
of security and developers in

creating safer products. In order to
evaluate the later ones a developer
can formulate a so called Security
Target for his product. Based on it
the product can by evaluated by a
trusted third party that will verify
that the safety requirements are
met, security measures are effective
against known threats and no
known vulnerabilities are present.

Apart from the technical standard of Common Criteria the involved entities
will be accredited against the ISO/IEC 17025 and 17065 standards

accordingly. This will
and confidentiality are met.

Evaluation
Assurance
Level

SOG-IS

agreement of 1 7 European

countries

in terms of impartiality

The aim of the KSO3C project is to be
a qualified member of two
international mutual recognition
agreements - SOG-IS MRA and CCRA.
This will allow us to issue certificates
that will be recognized as valid in

35 countries across the World

agreement of 30

j Members
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KNOWLEDGE
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MALWARE DATABASE

It is an open structure desighed
for gathering, processing and
sharing information about
cybersecurity incidents. The most
important feature of the n6
platform is an automated data
acquisition system that allows to
gather billions of information on
incidents from the entire world
The data is coming from different
channels. One of them is the result
of active detection by external
systems or internal cybersecurity
tools monitored by NASK. An
additional data source concerning
client networks is the results of
CERT Poland operations.(CERT is a
team operating at NASK).

SOASP

CUCKOO SANDBOX EXTENSION

The key feature of the database is
an extended tagging system which
brings a well established structure
to the gathered malware data.

This enables to conviniently catalog
incidents and asign them precisely
to particular subjects. The structure
consists of a specially designed
packet which preserves the original
malware source format. The
information concerning the attack
source is shared as URLs, domains,
IP addresses and malware names.
This project is open for cooperation,
thus any network owner, provider or
administrator is invited to apply for
access to the data gathered in the
platform.

The NASK team has developed

, Which has been originally

integrated in CERT Polska. This extension offers statistical
analysis of malware probes focused on processing of
unzipped binary files. The ongoing work covers protection
against antiscan techniques and unhooking.

Future versions SOASP will also enable to get the static
configuration (e.g- IP address or domain) of the malware’s
C&C server, exract cipher keys for communication and
implement YARA rules for defined situations.




KNOWLEDGE

»NO more ransom“ Website

A PLATFORM PROVIDING SUPPORT FOR CYBERATTACK VICTIMS

Due to growing number of CERT Poland, operating at NASK
ransomware attacks an online service joined the project by sharing its
No More Ransom has been own decryptors against CryptoMix,

established in order to fight against CryptoShield and Mole, which

victims. The initiative came from but uses different types of
Europol. National High Tech Crime encryption. This software has been
Unit. Kaspersky Lab and McAfee. downloaded over 6000 times from
The majority of the activities offered about 3000 different IP addresses.
within the project focuses on In some cases the ransomware
education and awareness, i.e. fees have reached even several

teaching its users how to prevent tens of thousand of USD, which
their devices or networks from being means huge savings for the

infected. There are also decryptors for potential victims thanks to the
some types of ransomware to be NASK decryptors.
found on the website.

EUNITY Program

EUNITY aims to encourage, facilitate and develop the
dialogue between Europe and Japan on cybersecurity,
in order to:

e encourage, facilitate and support the ICT dialogue between relevant EU
and Japanese stakeholders on matters related to cybersecurity and
privacy R&l trends,
ensuring a broad participation of the relevant stakeholders in workshops
and cross channeling the collected information between EU-based
groups such as ECSO, EOS, NIS, and the CSA.
identify potential opportunities for future cooperation between European
and Japanese R&l ecosystems,
foster and promote European cybersecurity innovation activities and
increase the international visibility of EU activities in cybersecurity
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Research and
Development

NASK is National Research Institute
motivated by the challenge to support the
development of innovative ideas and
technology transfer.

Our mission is to enforce and to efficiently
exploit interactions between science and
industry. Our researchers and engineers use
this unique experience to develop
technology-intensive solutions focused on
ICT innovation, cybersecurity, biometrics
and artificial intelligence. We transfer
ready-to-deploy technologies to public
administration, critical infrastructure and
industrial partners.

Key activities of NASK are related to
ensuring the security of Internet and help
to bring safety to the cyberspace.
Computer Security Incident Response
Team (CSIRT). operating within the
structure of NASK, is tasked with
responding to cybersecurity threats in
networks.

NASK is also engaged in training and
educational activities, focusing on
cybersecurity and safe use of new
technologies.

Prof. Ewa Niewiadomska-Szynkiewicz
Deputy Director
Research Director at NASK




What is the difference between NASK and market oriented
cybersecurity services providers? NASK creates solutions that will serve
current and future needs of our implementations NASK researchers
define a commercial problem in terms of scientific one and then by
means of more theoretical or even abstract tools find a solution that not
only meets the requirements but also is innovative.

The main work at NASK Research and Development is focused on
cybersecurity i.e. detection reaction to incidents data acquisition and
processing as well as sharing of gathered information.

KNOWLEDGE
REACTION
REAT |

CYBER TH
INTELLIGENCE

EARLY ANALYSIS
DETECTION

| National Research Institute NASK ul. Kolska 12, Warsaw, Poland | +48 223808200 | www.nask.pl |






